Broommeood, Primary, Schooll Computing and,
C-Sofety Policy Droft

Introduction

TMWWWWWmWW#CWWESW@BWPW
School.

Rationale

skills required to- participate inv @ rapidly, changing world, where work and, leisure, activities are increasingly
tnan/s}omwd/b)gtedwndogg Wemmwwmwwmmma&w
as using computing skills to- programme or use: equipment; for o range of activities. We also focus on deseloping
the skills necessary for children to be able to- use information inv as discriminating and: effective way, validating i
E-safety is the ‘Safe and responsible use of technology’. Children, wills learry about the benelits and, risks of using
technology. They will: be taught; what, intermet use s acceptable and what s noti They will learny how to- use the
elfxmbmzw’oenbwg/li}e}or@dumhom business and social.

Vision / Mission Statement;

Our school Visiory s ‘Achiesme, BMWSM}O&@WW’.

Our school mission statement st “To- create o positive, enjoyable atmosphere to- inspire all to learry and grow.
National Curricubwm Aumns:

problems



At Kg{y stage | Pugl@ @gg@bo.

- Create and debug simple programs

Ab K 2 Pupils are to:

algor'tﬂ\m&and/prog;mn&

digital content
- Select, use ands combine o variety of sofware (including internet services) orv as range of digital denvices to- desigr

Qur School, aims to do- this by:
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. Problem soluing



Persererance

Evaluation of their owr and, other’s works (suchs as programmes o film editing)
Ability to- use: o range of computing skills with, confidence and, sense of achiesernent;
Abxhtg/bo’flmd sd@o‘bandusem}mmahom

We aim to- offer the abowe skills by integrating them into- our thematic: curriculumy throughout: each topic. The
skills should nob only, show the, progression throughs as series of lessons, bub also- across the year groups. We
aim to provide this withiny o positive and, enjoyable atmosphere, which wills inspire all, children to learr and,
grow and, allow them to- achieme, belieme and succeed, for a brighter future.

Inv our school, computing ts taught through the 3 core areast computer science, information technology and, digital
literacy, ensuring a broad: and balanced curriculums

Programming s taughl ir o progressise way, mosving from programmable toys iy EYFS to Scratehy Iy Hopscotehs ands
Daisy v KSI and, Serateh, Python and, app denvelopment iy KS2. This leaming, s done within our topics and once the
skills have been deaeloped the enquiry-based challenges; whichs require children to- apply the skills hamve o dear brief

WWMW@@MLWMO%WQ!@M@MW@% whu%mtaughbwphuﬂgwl(g
whereas in KS2 they are useds within lessons froms other subject areas (e.g.

own interests: IPAD club hanve enjoyed basic coding and, creating, stop-motion animation films. Code club hanve
deepened, their understanding of algonithms and, hare everv sent, some of their coded messages to the 1SS



(International Sp,a/c,e/ Station)).

Childrer are; prepared, to be safe when using technology through E-safety teaching. This s covereds ab the, start of
WWWWWWGEME-%WWMWQWWMWMWW

How t, fifs into 8 L curvical

Computing ts taughty across the school by being linked to- the thematic: curriculums orv o two-year rolling

WeMWW#WNWPWCMMWWWW All;dﬂildmfhmgho@l(e}g/
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mw@m(AppmdmA) Planmg/wtakm}ronvth@Kapowsdwmmqﬁworh howener the activities in the
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It s anticipated, that: the majonity of activities will: be undertaken, with, whole class groups. Teachers wills use their
Computers, Pads, Lego WeDo; Bee Bots; sound huttons, talking books; remote control cars, cameras and, laptops. We
group work and emaluation.

E-safety, will be: mentioned, ab the start of eachs session to- remind, children and, ensure they, stay safe. We remind,
children, I you see something which upsets you, tell: an adull yow trusty. E-safety rules are on display v all
nebworked, rooms and are discussed, withs the children. Al pupils are: givery lessons onv E-Safety, appropriate to- their

We recognise that: all classes hares childrery with widely, differing computing abilities. this s especially true wher
some children have access to- computing equipment, ab home, while others do not. Irv school we provide suitable
child: We achiene this in a wariety of ways by

- Selting common tasks whichs are open ended, and, have a variely of responses

- Setting tasks of increasing difficulty

- Grouping childrery by ability irv the room and, differentiating tasks

IWWEWWWWmmWWWm&&WWWWW
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Computing i used, irv our other lessons too. As the aims of computing are to- equip childrer with the skills necessary to
Mwwqﬂ&d&mw%@bhﬂp%wmwmw Scx}or\e/xm‘r\pl@th@
childrery might' research, a topic using the internel. We encourage children to- explore ways iy which, computing carv be
used to- improve their results, for example, how o plece of writing carv be edited or how the presentation of o plece of
work could be improved, using publishing software.

Impact

Our krowledge: baseds curviculurmy which s broads ands balonced, encbles childrery to- dewelop skills v computing
which, will, prepare them Jor- their futures. b provides o solid, base: for them to- Jurther dewelop their knowledge of
coding and digital, design and: provides them, with, word, processing and: data analysis skills which wills be useful in

OWWWWWMWKWSMO}MWMWMW}WWMZ—WW
WWTOM@M%WWM@%W%W@W@WW@MM@
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Assessment;

Childrery are; assessed: ab the end, of eachs topie throughs a quig and knowledge capture. (See appendix B)

At the end of the year childrers willi receinve arv effort; grade ands a learels for Computing (Emerging, expected: or

The School welcomes and, values disabled people to- be: an active part of school lifes
BWPWSM@WMWWWWMWW&WWWM@M g,oung/peoplﬁ/

and adults to be trwolved, iry exsery part o schoo life We have a legal, dutiy nob to discriminate against, disabled

Discriminations Act, 2005.

Broomwmood, Primary School recognises that disabled people are wery diverse and include people with a physical,
impairment; visual impairment, hearing impairment;, learning difficulty, specific learning difficulty (e.g. dyslexia),



participate i, Computing as Jully as possible. For instance, all pupils are gisery their turn inv class work, without
exceptions Pupils’ involmement; may be haressed, by asking them to- lead, or share irv group or pair work, to- give therm

suchs children. One example of this ts o Computing cliub iny whichs childrer weork: onv more, complexs coding and, will

Arv extra-curricular club s provided to childreny after school (45 mirv session). This is ans opportunity for them to- take,

Parental, inmolvement,

A brochure s distributed to parents, including informations about hows to- be safe online ands support their child, iny
Computing (Appendir C).

As a school we have signed up to- the National, Online Safety portal: (hipsi//nationalonlinesaletiycom/) This allows

may be useds for some activities. All teachers are; avare of these risk assessments and use them inv their teaching,

Resources

TWMQW#CW@WWWM—&%MW@, Bee/Bots/,oomputf,r\s/,lapiop&,
remote control cars, smund/buﬂorwond/tulkmg,book& Mostdasse&homea;das&compuianw’mdwcambeused;bgﬂwe
childreru AWl classes hame o visualiser to- show works

M%ggmglnfa\nfbAcc@s&
- SMICTWWWW@W&LMW&N@W
- Vuu&proteoﬂpn/wdbb@updutedmegmgw
- Security strategies will be discussed with, Trafford, LA

Email
- Pupils may only use approsed; email: addresses on the, school systen (these ares sets up as bps, @gmailicom -


https://nationalonlinesafety.com/
mailto:bps_@gmail.com

numbers | - 34)

- Pupils must immediately tell: o teacher i} they, receise an offensive email

- Pupils must not reveal personals details of themselies of others irv email; communication, or arrange to meet
anyone
way as  lefter writherv onv school headed, paper

- The Jorwarding of chairn emails is not permitted.

- Staf) all hamve works emails - these link to- their Google drive (they are set up as

- The school will work withs the LEA/ DIES and, the internets service provider to- ensure systems to protect pupils
- The school has monitoring and Jiltering provided by Smoothwvall (Sees appendin G)

reasonable.
- Monitoring and, filtering will: be rexienved, annually~ See appendis 1

The School, Website
Broommeood, Primary, School values the contribution that the school, website can make to the life: and, role of the, school, iy
o moderny society. Broommwood Primary website has 5 important, roles:

- To promote the school

- To provide information to- prospective parents and teachers, the wider community and the world,

- To ach as o communication channel, bebween teachers, parents; pupils and school management,

- ToUﬂpxo«»epupiL[mming;

- To raise standards inv teaching and learning

Safeguardst
- Tm%#mwmmmwwmwwm%quﬁmm

- Adult’'s names will, be published, as their title and last name (e.g. Mr Walker).
- Children’'s names wills be: published as their first name only.

- Any images o} childrery wills not be labelled, with their names

- Children will: onlyy be showry irv photos where they are suitably dressed,

Pm»acg/
- Parents hawve the right to- refuse permission of their child's work and, / or image to- be, published, orv
Uﬂ@s&i@(Afﬂxbm@ssag@t&senboubtopami&Whmwm%W{lLbeuﬁed)

Monitoring:
- Teachers all hame usernames to log into the school site. T@Mmmwwwwwm
- Tm@hmm&updﬂi@ﬂi&pdm&pagmmwm This will be monitored..


mailto:staff1stname.staff2ndname@broomwoodprimary.co.uk
mailto:staff1stname.staff2ndname@broomwoodprimary.co.uk

- Subject leaders will; be: required; to- keep their curriculum areas of the page up to- date. This will be monitored.

- The web pages will, be regularly remiewed for accuracy and will be updated: as required. This wills be the
responsibility of the, Site: Administrator and, school, managerment.

- Ab least two people should, hame the knowledge to- maintairy and, edit the site: and, they must pass on this
knowledge to- o successor ab the end, of as term of office.

[NeOworking and Iersonal ~ublishing

- The use o} social nebworking sites for personal use is not allowed on school equipment;, or during working,
hours.

- Sodial nebworking sites carv be used to build class pages; bub this must be: monitored, by the teacher who- sets
i up, and s ab the discretion of the Headteacher.

- Blogs can be used as a class activiliy, bub this must be: monitored by the teacher who- sets b up, and is ab the,
discretion of the Headteacher.

- Nwsgmp&wi&beblockedunl@s&@sp@d{ﬁouml&@pp;wed*

- Pupile will be advised, nerer to gise oubs personal details of any kind, which may identify them or their
location.

- Pupils and parents will be adwised, that the, use o social network spaces outside school is inappropriate for

use irv thes school s alloweds
- Mohile phones wills not be used, irv lessons or formal school time: The sending of abusive or inappropriate tesd
- Smart technology (suchs as' smart watches), may be worny by, staff, bub they mush not have: a.cameras
- Staff will be issued with the school phone when contact with pupils around, is required, (e.gs school, trips).

Protecting Personal, Data,
Pmmmmmmm@%mmm@mm%DmmA@ 1998
and, GDPR regulations.

- Only necessary personal, data / photos wills bes takery off site

- Al laptops must have o passiword, to- protect the data on themu

- Al laptops which are used, off site: must, hare a further username and, password, to- get throughs an encryption
barrier. This s applied to- all teacher laptops and, is paid, for annually.
possible.

- USB sticks may not be used:

- All data/ photographs wills be stored, inv s passwond, protected, file.



- Staff personal, cameras / mobile phones will never be used, to-hold, datas or take photographs of pupils.

Authonising internet; access

- AW staf) will reads and, sign the “Acceptable ICT Use Agreement; before using any school computing
resource (Appendis F).

- The school will, keep as record, of alls stafl and, pupils who- are granted, internet access. The record, wills be kept
up to date

- ALKSI, access to the internel will be by adull demonstration with, directly superviseds access to- specific

- Parents will, be: asked to- signs and, returny @ consent, formy (o Letter ts sent; oubs whens as child: starts the, school tor
gairv permission).

Assessing risks
- TMS&MMLWGHWH@WMWMWWWWW@HW
due to the international scale and linked, nature, of Internet; content, i ts nob possible to- guarantee that; unsuitable
or any consequences of Internet access.
- The school will: audity computing provision to- establishy if the E-Safety policy s adequate and that ite
implementation s effectiame:

Handling E-Safety complaints
- Complaints o} Internet misuse will: be: dealt withs by o senior member of staff
- Any complaint about staf} misuse; will; be: referred, to the head teacher.
- Complaints of o child protection nature must be dealt, with, i accordance withs the school child protection
procedures.

Infringements

Whenever o student, o stafll member infringes the: E-Safety Policy, the final, decision on the Lewel o sanction will, be
ab the discretion of the: school management. The behaniour policy will be Jollowed: to deal, with anyy e saflety, and use
of technology infringements.

Students

Category A infringements
- Use of non-educational sites during lessons
- Unauthonised use of email,
- Unauthonised use of mobile phone (o~ other neww technologies) inv lessons exgs to send texts to- friends
- Use of unauthorised instant messaging / soclal nebworking sites
[Possible Sanctions: referred, to- class teacher / senior manager / e~ Safety Coordinator]

Category B infringements



Contirued use of unauthorised, instant messaging / chatrooms, social nebworking, sites, NewsGroups
US@O%FWWSK%/\/V‘GM&QA Napsim, Vanbasco, BitTorrent, LiveWire, ete
Accidentally corrupting o destroying others datas withoub notifying a member o} staf) of i
- Accidentally accessing offensise material and, not logging off or notifying a member of staff of it
[Possible Sanctions: referred to- Class teacher/ e~safety Coordinator/ removal of Internet access rights for a
period / removal of phone Until end, of day / contact with parent]

Cotegmg,(:m}f\mgm\a\t&
Deliberately corrupting or destroying someone’s data, violating prisvacy of others
Sending arv email, MSN message, snapchat ete that is regarded as harassment; or of ar bullying nature
fone-off)
Amézpund\asmgz or ordering of items over the, Internel
T Q]lmﬂmﬂmaLonadMer‘U&n,g/matﬂ“{aL
[PosabLeSam;ﬁorw referred to- Class teacher / e~safety Coordinator / Headbeacher / behasmIOWR lead,
/ removal, o} Internet access rights for a period, / contact with: parents / remosal, of eqllpment]

I} inappropriate web material is accessed:
1. Ensure appropriate technical, support, flters the site
2. In}or\rmLEAa&oppxopmabe

Caegoy D fangenere
Contirued sending of emails o~ MSN messages regarded, as harassment or of o bullying nature after being
warneds
o} the Data, Protection, Act, remised 1988

Bringing the: school name into- disrepute
[Pos&bL@Sandwn& Referred, to Head, Teacher / Contact with parents / possible excliusion / remowval, of eQUipment /

r\eﬁentoCOfanmiy/Po&wO%w/LA e-safety officer]

1. Secure and preserve any evidence
2. IWWW’&&WWW{AM

Stof}

Cabegorg,Am}rmgﬂmmbs (Misconduct)
Excessime use of Internel for personal activities not related to- professional development; exg. online
shopping, personal, email, instant messaging, etc.
Use o} personal, data storage medias (e.g. USB memony, sticks) without considening access ands
appropriateness of any files stored:



- Misuse of Jirst lemel, datas security, e.g. wrongful use of passweords.
- Breaching copyrights or license e.g. installing unlicensed software on networks

[Sanctior - rf%elv‘ed/toljn@manageﬂ//‘/eadteaohm Wal\rwmg/g,uvm]

Cohog;of\y,B infringements (Gross Misconduct)
Serlous misuse of, or deliberate: damage to, anuy school / Councils computer hardmare, or sofbware;
- Any deliberate attempt to breach, datas protection or computer securiy rules;
- Deliberately accessing, downloading and disseminating any material, deemed offensire, obscene,
of the Datas Protections Act, remised [988;

[Sanction - Referred to- Headbeacher / Governors and, follow school disciplinary procedUres; report to LA Personnel/
HUmanr resoURCes, r\ep,orttopo&oe]

Oﬂ\ﬂ\sa}eguardmg/achon&
Rmﬂwepctommplawtomﬂwabﬂwmwmw@mtompc or»[@pi:op

Instigate arv audit of all, ICT equipment by ar outside agency, such as the schools ICT managed, service

I} @ member of staff commits ar exceptionally sertous act of gross misconduch they should be instantly suspended:
takeru

Schools are likely to involwe external support agencies as part of these inwvestigations exg. arv ICT technical support service
wWWWWWWLMAMHWRWm

Child, Pornography

Inthe case of Child, Pornography being found; the member of staff should be immediately suspendedand, the Police
should: be called: se@ﬂw@}r%phm&numbﬂ\0808 |00 00 40 ak

b@:/ / Wwwmd&wA ceuk/ @41@@@9@@4 Jindesuhtrmy

Anyone may report any inappropriate or potentially ilegal activity or abuse with, or towards o child online to- the Child,
Explotations and, Online, Protections (CEOP):

b@:/ / W‘W’\Nk@g.g&.u}{/ @[m N abusetml

hﬁip/:// Wwwwvuﬂorg/uk/

Role, of the, subjeck, coordinad


http://www.met.police.uk/childpornography/index.htm
http://www.ceop.gov.uk/reporting_abuse.html
http://www.iwf.org.uk/

- To support, admise and work with colleagues v demeloping the: Computing curriculumy policy ands schemes of
work that reflects the, requirements of the, National Curriculums

- To monitor the implementation of the new computing curriculum and ensure that there: are; appropriate links

- To support and monitor thab staff are using the, computing assessment; throughs topic book serutiny,

- TOWMWWCWWE-S%MWWW%MEW

ﬁor\mat
- TommmmE-SmewmeWmICmem

- To create arv action plan ands share i withs the link gosernor

- To complete the SEF ICT

- To attend courses and read up to date articles to keep up with, current issues iy ICT and cascade this

- To liaise withs the ICT techniciar withiry the school

- Tomanageﬂw@purdwas@and/mamt@ﬂquﬁICTr@soum

- To prepare a business plar to- bid for the, ordering of news ICT resources within the allocated, budget

- To monitor Computing teaching and, learning throughout the school through obseration of lessons; learing
cameras, Visualisers, IPAD&et&tomhanceteadwing;and/[mmingb

- To report to the head teacher ands governors as and wheru required,

- Towmmwmmmwmwmwm%m

- To ensure there i arv extra-curricular ICT provision throughout the, year and that G&T pupils are catered: for.

Role: of the: Headteacher
To monitor the planning and teaching of Computing throughout the schools

Tmmmmmmmmmmwmm&echmmwm
demelopment; plar

Revieweds  March 2023 S Walker

Approved; by Goserning Body,
Date,




Appendix A - Long term plan

Year A
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Appendix B - Assessment sheet (example)
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endix C - E Safety Brochure for Parents
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Appendix D - Student agreement forms
Foundation & KS1 Computing User Agreement

We only use the internet when an adult is with us

We can click on the buttons or links when we know what 1N

they do. \)
O@O We always ask if we get lost on the Internet.

If we see something we don't like we turn off the screen @

and fell an adult. "\

@ We can send and open emails together.

We can write polite and friendly emails to people
that we know.

J We look after equipment and leave it how we
found it.

e T understand the school E-safety rules.

e T will use the computer, network, Internet access and other technologies in a responsible way at all
times.

e I know that network and Internet access may be monitored.

Signed Date




S2 Computing User Agreement

e  We ask permission before using the Internet.

e  We only use websites that an adult has chosen.

e  We immediately furn off the screen and tell an adult if we see
anything we are uncomfortable with.

e  We only e-mail people an adult has approved.

e  We send messages that are polite and friendly.

e  We never give out personal information or passwords.

e  We never arrange to meet anyone we don't know.

e  We do not open e-mails sent by anyone we don't know.

e  Wedo not use Internet chat rooms.

e  Welook after equipment and leave it how we found it.

e T understand the school E-safety rules.

o T will use the computer, network, Internet access and other technologies in a responsible way at all
times.

e I know that network and Internet access may be monitored.

Signed Date




Appendix E - Kapow

Computing at Kapow Primary

Specialist-created Computing scheme of work
for EYFS to year 6

‘@ Copyright Kapow Primary 2021

How Kapow Primary can help

e Short teacher videos with in-built CPD to explain each
lesson and upskill teachers.

e Units of lessons created by computing specialists,
suitable for both specialist and non-specialist teachers
to follow.

e Intent, implementation and impact statement which
outlines the intent and rationale behind Kapow
Primary’s Computing curriculum.

e Units of lessons that cater for schools with Microsoft
devices/software.




How Kapow Primary can help

# Knowledge organisers for each unit help to explain key
computing terms in age-appropriate language.

# Engaging lessons, often with cross-curricular themes.

+ All lessons are accessible on desktops, laptops, tablets
and chromebooks.

» Mixed-age planning, designed for schools delivering
the subject to mixed-age classes.

@ Copynight Kapow Primany 2021

AULT Sxl

Lesson 1: Inputs and outputs (free lesson)

In this lesson, children learn about the different forms of inputs and outputs
and their functions, pupils develop their understanding that computers

follow imstructions

-

www kepowpnimany.com

The three strande of the computing curriculum

Computer Science (CS)

How computers and computer systems work and how they are designed and programmed.

Information Technology (IT)

The purposeful use of existing programs to develop products and solutions.

Digital Literacy (DL)

The skills knowledge and understanding needed in order to participate fully and safely in an

increasingly digital world.

@ Copyright Kapow Primary 2021

WWW. KBDOWERIMEny.Com

Kapow ||




endix F - 'Acceptable Use Policy': Staff agreement for

Acceplable Use Policy
Acceptable Use Policy for Employees, Governors, Volunteers and, Visitors T using technology for the, use, of
viov laptops, PCs, tablets, mobile phones and, other mohile desices and, lists the responsibilities they, hame v ensuring
any forms o communication using technology that they, uses inv their role 15 used: appropriately and; irv lines with, GDPR
rules.
The school will: try, to- ensure, that everyone has good: access to IT to enhance: their role and to- he: able to- provide, the,
anyone else's passwords. Passwords wills not he, writtery down and kept where: aryjone else carv gain access to- them.
- They do- not install, any, hardware or software: orv any, school-owned, desice without the headteacher’s permissions
- They are using o school email: address Jor any correspondence they send, inv relation to- their role in the schools
+ Ensure all: datar is kept secure and, used; appropriately as authorised, by the headteacher.
onto o secures shared; site giving the link to- where, b can he accessed.
- They know where, any school, owned desice: is ab all times and, be, responsihle for ensuring it s securely stored, wheny
nob inv use. Laptops/mohile devices that are takery off-site: must he stored: out of site securely. Iff Left inv o vehicle they,
musb nob hes Lefl inv view bubs stored, iy the hoots and, the, vehicle locked.
using o personal mobile phone to- do- so.
losing control of who sees themv or @ misinterpretation of whaty was writtery this could then bring your professional,
technology/demices for the: use of social media, teting, calling: It ls important to- ensure that: a professional:
address.
criminally racish material, adull pornography, covered by the Obscene Publications Act) Oﬁan%ﬂ'wmg;ﬂﬁut@
mpp»omotemmﬁia,mumhﬂmmmtooﬂwm
- That personal, mohile phones must not be used: in schools wheres childrery are present. Mohile phones should he pub
amay, during school: hours bulbs can bes used, when on @ break away, from: pupils.
- Al communications withs pupils must be was the school's infernal netbwork



- That if ary works desice, (laptop Aipads or similar) s stolens th must bes reported, immediately as this ts considered a
breach under GDPR and, will: need: reporting withiry /2 hours.

or- failure to- comply, withy this policy could resull: irv disciplinary action of a verbal, wittery warning, suspension, and.
received a copy of the Acceptable Use Policy, for Employees, Governors and, Visitors and have read and agree to-
adhere to i

Agreement; to- adhere to- the, Acceptable, Use, Policy: I confinms that, T hawe, received o copys read: and, understand, that, T
musl adhere with, the above policy and, understand that ary breachs could resull inv disciplinary actiors T will

Name:
Signedt
Position:
Dater



Appendix 6 - Smoothwall

Smoothwall Monitor

Managed Service

Product information sheet

Cumently the only solution of its kind, Smoothwall Monitor -
Managed Service is a reaktime digital monitoring solution that
offers a 24/7/365 human moderated service. A highly trained
team monitor your alerts and will notify you of risks appropriate
to their grade, meaning you can concentrate on providing

support to the pupils in your care.

Advanced monitoring for schools and colleges

As digital learning becomes more commonplace
in the classroom, the need to protect children
online has risen to the top of schools’ agendas.

Legislation such as Keeping Children Safe in Education and
hee Prevent Duly have solidified how high the Govemnment
expectations of school saleguanding responsibilities

ang, Mot only must schools and colleges ensune thay

have appropriate filfering in place, bul also appropri ate
monitoring, putling more of an emphasis on human
interaciion o ensure that winerable young people ase
safeguanded.

Smoothwall Monitor — Managed Service has been
designed to provide the mast advanced on-device
monitening. Mod erated by vast Al technobogy and human
specialists, you can conceniraie on supporting and
educating the young people in youwr cane, with peace of
mind that should an incident anize, you will be alerted by
one of our expert moderaions.

Smoothwall Monitor = Managed Service is the only
solution of its kind 1o continuously build a profile of all
users, allowing the sysiem 10 acourately inlerprel betvaen
o one-off event or a consistent patiemn of behavious,

smoothwall

Mows mose than ever, schools and colleges need help 1o
protect the young people in their care. Smoothwall Monitor

- Managed Service provides round the clock supp ort to
keep your school one step ahead in the evolbving workd of

digital safety.

Why is digital monitoring software need ed?

Digital moni e ring software helps pick up on thoughts
that sudents canl say aloud, related too suicidal thoughts,
eating disonder, radicalisation, cyberbullying, sexual
grocming, sell-hamm, racism and depres sion,

44

| can't praise [it] enough! It's not only
made my life a lot easier, but also
has the ability to transform lives
because receiving the alerts gives
me time to act!

Designated Safeguarding Lead
King Harcld Academy

smoothwallcom/education




Smoothwall for Education

Product information sheet

2

Smart profiling

Builds an up to the minute profile of
activity per individual, allowing the risk
profile and context of a siuation to be
accurately analysed.

Image capiure

Screen caplure functionality sits
wyithin the sohrtion, allowing any onling
aned o fling incidents thal require
investigation o be soaen grabbid for
Lates reviewr of avidence

Lal
Artificial inteligence

Uses machine |eaming to gather
context before escalating for human
moderation, improving pearf ormance
and reduwcing false positives.

Get in touch

I y o wicald like: to find cart more about Smo athweall

-8

T

24777365 human moderation

Content is reviewed by a team of
mederators arcuwnd the chock to analyse
instances and alert Safeguarding

O fficers of any high risk incidenis.

<
Alerts & notifications

Alerts are based upon specific
categories that are identifoed a5 seriows
incidents, and will be Sent 10 your
Designated Safeguanding Lead.

"
x_/

Auto updates
You never need to run updates for the

client as it auviomatically updates in the
backgrownd. This feature is optional.

Further reading
You may wigh to downlo ad:

Monitor - Managed Service or have any guestions, please

et in towch with our team of safeguarding experts.

We'd be delighted to help.

Wb v, smioo thvall com,education
Tl -+ (0870 1999 500
Email: endguirni es@smoothwall.com

smocothwall’

-
yra
Text analysis
Captures tesit input via the keyboasd,
whether online or offiine, allowing you
to monitor activity within encr ypbed
gites and apps.

o
Portal
An onling platform that allows you 1o
review perfommande, view individual
alerls and view sy stem information,

Multi-device support

Available on PC and Mac, incheding
terminal services and Chrome 05,

A Complete Guide to Active Moniioring for Schaols” at

whirve, smoothwiall comycomphite-guid e 1o-monitor ing

W Smootiwall
f  Smoothwall

in Smoothwalltd
o SmoothwallTy



endix H - National Online safe

National Download your Free
Online Online Safety App for
Safety”  parents & Carers

= Natjons
WS Online
7 Safety

Be #OnlineSafetySavvy

Keep up with the latestapps
games and tech your children
are using, with the worlds
most comprehensive online
safety app for parents.

On the National Online Safety app you'll find:

(4 Hundreds of online safety guides on the topics youneed to know
about - from screen addiction, fake newsand trolling to hacking,
soclal mediainfluencers and sexting:

4 An online safetytraining course for parents - developed by our
experts and delivered by online safety ambassador Myleene Klass;

(v Auserfriendly interface with increased functionality -find exactly
what you need, when you need it;

ifcats Scan to download on Scan todownload on
7 The option to get notifications to your phone as soon as new content Apple App Store Google Play Store

becomes available- so you can stay up-to-date with the latest online
crmes (and skl or search for ‘National Online Safety’ inthe store
(<7 An in-app voting system so you can help determine thesubjects BDownload on the GET IT ON

you'd like us to cover in future; . App Store F’ Google p|ay

(7 The facility to personalise your content by favouriting key resources.

wwwnationalenlinesafet ty.com Colt OB 61 Email hello@nationaloninesalety.com

Twitter: @natoninesafaty Facebook: /nc nlinesafety Instagram: @nationalonlinesafety



Appendix I- Filtering

and Monitoring

Review

If you're part of a multi-

answer

N/A

academy trust (MAT): is

the level of online
protection the same
across all schools in the
MAT?

What is the risk profile

We have pupils across KS1 and

of your pupils? E.g:
o Their age

KS2 who have daily access to
laptops and tablets. They are used

range
o Pupils with

across the school for
interventions, the monitoring of

special
educational

reading and in lessons.
We have a high proportion if

needs and

children who are EAL with some

disabilities

using laptops and tablets to

(SEND)
o Pupils with

English as an

additional

language
EAL

Does your filtering and

support their learning.

Yes please see attached checklist.

monitoring system adhere

We use Smoothwall as a

to the technical
requirements? (get your

monitoring service and Trafford
for filtering.

checklist of the
requirements here)

What does your filtering

SWGTI test filtering shows that

next steps/actions

N/A

Termly checks on pupil
tablets to make sure
filtering systems are
still in place and
effective

iPads to be restricted
to_just app use the
browser function to be

removed as we cannot
identify individual
users.- Ticket logged
with Computeam
Laptops and
chromebooks to have
individual pupil log ins
for KS2 and class log
ins for KS1

Test filtering around the school

system currently block or

all of these areas are blocked:

allow, and why?

What limitations are
there to your filtering

Child Sexual Abuse Content
Terrorism Content

Adult Content

Offensive Language

See attached evidence

Smoothwall monitors internet use
if something was to bypass the

system?
How will you mitigate

them?

filtering in place.

with different devices.



https://schoolleaders.thekeysupport.com/uid/404064f9-4963-4506-8da3-1156da32899c/

How do you know your

Prevent- Trafford filtering blocks

filtering and monitoring

websites that are on the Counter-

system meets the needs

Terrorism Internet Referral Unit

of your school?
Use your Prevent risk

(CTIRU) URL filter list blocking
access to unlawful terrorist

assessment to help you

content.

decide what's appropriate

Smoothwall-

for your school

The risk levels are identified for a
user who has:

Level | Reason

1 Voiced sympathies for

those who have
committed acts of
terrorism or condoned
terrorist activity and
has broadly researched
terrorist attacks once in
recent history

N

Made broad statements
that convey hatred and
distrust towards
sections of society or
has been promoting
‘fake news' sources that
align with terrorist or
extremist ideologies

Stated the desire to
see non-imminent
serious harm or death
visited upon sections of
society, but not made
direct threats
themselves

Posted or distributed,
terrorist or extremist
propaganda with the
intent to glorify or
encourage such
behaviour

Records of Level 1 and 2
Events on several
occasions in recent

history

(o8]

I

Made a threat, without



https://schoolleaders.thekeysupport.com/uid/b687f4ec-3499-440a-a301-e4e8239fb3fa/
https://schoolleaders.thekeysupport.com/uid/b687f4ec-3499-440a-a301-e4e8239fb3fa/

answer next steps/actions

specific details, that
would result in the
serious harm or death
to members of the
general public

Stated or implied that
committing acts of
terrorism for a cause is
a duty or morally just
Posted or distributed,
terrorist or extremist
propaganda several
times in recent history
Believed to be involved
in conversations or
activity that may
suggest they are being
groomed to join a
terrorist or extremist
organization

Level 1, 2, and 3 Events
reqularly in recent

history

Made a detailed or
imminent credible
threat or preparation
that would result in the
serious harm or death
of members of the
general public

Claims responsibility for
a terrorist attack that
has already occurred
Researched or given
advice on how to find
and join terrorist groups
Level 4 Events several
times in recent history

[§)]

What outside High number of children that are  Ensure that E-Safety is taught
safequarding influences Pupils Premium (38%) and high across the school throughout
impact your school? E.q. number of SEND (21%). the year.

county lines




answer

next steps/actions

Are there any relevant
safequarding reports that

impact your filtering and
monitoring?

What is the digital
resilience of your pupils?

Pupils know what to do if they see

Pupil voice- Check that pupils

something online that is wrong.

know what to do to stay safe

e This means
whether your

We teach E-Safety throughout

online and what to do if they

the year through the Kapow

pupils have the

scheme of work. At the start if

come across something that is
wrong.

knowledge and

each year we teach the SMART

skills to make

rules across the school. (S- Safe

decisions online

M- Meeting A- Accepting R-

that keep
themselves safe,

Reliable T-Tell)
Whole school assemblies used to

and whether they reinforce the message of telling a

know what to do

trusted adult.

if they come
across something

that's wrong

Are you clear on your
teaching requirements,

As part of the statutory
relationships and health education

Highlight where this is covered

in PSHE across the school

for example, your RHSE

pupils are taught about online

and PSHE curriculum?

Does your school outline

safety and harms. This includes
being taught:

what positive, healthy and
respectful online relationships
look like

the effects of their online actions

oh others
how to recognise and display
respectful behaviour online

Personal devices are not 1o be

any specific uses of
technologies? E.q. do you
allow staff and/or pupils
to 'Bring Your Own Device'

(BYOD)?

What related
safequarding or
technology policies do you

used in school.

Computing and E-Safety policy
Broomwood social networking
policy

have in place?

Broomwood mobile device policy




answer next steps/actions

What checks are Smoothwall monitoring provides
currently taking place? alerts to Safequarding lead Louise
(use our template below Owen and Computing lead Sam

to help you) Walker.

How do you handle any
resulting actions?

Filtering and monitoring: checks template

checks template date of check who did the resulting actions
check
Have we checked that our  18/12/23 Sam Walker All harmful content blocked by
filtering and monitoring the web filtering
system is still fit for
purpose?

You can sighpost your IT
service provider to South
West Grid for Learning's
(SWGTL) testing tool.

Is the system running and  18/12/23 Sam Walker
working?

Have we checked that our
filtering and monitoring
system works on:

All devices

New devices and services
before they're given to
staff or pupils

Have we reviewed the list Check list of blocked sites-
of blocked sites on our Email Trafford for this
network? information

Is this list still

accurate/does it reflect
any changes to
safequarding risks?



http://testfiltering.com/

checks template date of check who did the resulting actions

check

Does our filtering system  18/12/23 Sam Walker
adhere to the

requirements?

(Get your checklist of the

requirements here)

Does our monitoring 18/12/23 Sam Walker
system adhere to the

requirements?

(Get your checklist of the

requirements here)

Filtering and monitoring technical requirements checklist
requirement

Filtering system

AN

Is it a member of the Internet Watch Foundation (TIWF)?

AN

Is it signed up to Counter-Terrorism Internet Referral Unit list (CTIRU)?

AN

Does it block access to illegal content including child sexual abuse material

(CSAMY?

Are you satisfied that the system manages the following content:
Discrimination

Drugs/substance abuse

Extremism

Gambling
Malware/hacking

Pornography

Piracy and copyright theft
Self harm

Violence

AN

AN

Is the filtering system:

Operational
Up to date

Applied to all:
o Users, including guest accounts

o School-owned devices
o Devices using the school broadband connection
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requirement

Filtering system

Does the filtering system:

Filter all internet feeds, including any backup connections

Handle multilingual web content, images, common misspellings and
abbreviations

Identify technologies and techniques that allow users to get around the
filtering, such as VPNs and proxy services, and block them

Provide alerts when any web content has been blocked

Tt is:
Age and ability appropriate for the users, and suitable for educational
settings

Does the filtering system allow you to identify:

Device name or ID, IP address, and where possible, the individual
The time and date of attempted access-

The search term or content being blocked

Are you clear on how long logfile information (internet history) is retained

and how it's stored?

AN

v

Monitoring

through
Smoothwall allows

us to identify
devices and
users.

v

Data on all
Internet access
will be retained
forup to 6
months

Are you clear on how the system does not over block access so it doesn't lead O

to unreasonable restrictions?




requirement

Filtering system

Does the filtering system meet the following principles?
Context appropriate differentiated filtering, based on age, vulherability and
risk of harm

o Can you vary the filtering strength? E.q. for staff?
Circumvention

o Can you identify and manage technologies used to circumvent the

system, e.q. virtual personal networks (VPNs), proxy services and

domain name system (DNS) over Hypertext Transfer Protocol
Secure (HTTPS)

Control
o Can you control the filter yourselves to permit or deny specific
content?
o Can you log any changes as part of an audit trail?
Contextual content filters
o Inaddition to URL or IP-based filtering, the extent to which
(http and https) content is analysed as it is streamed to the
user and blocked, this would include artificial intelligence (AI)
generated content. For example, being able to contextually
analyse text on a page and dynamically filter
Filtering Policy
o Does your provider detail its approach to filtering, as well as
over blocking?
Group/multi-site management
o Can your system be deployed centrally, with a central policy and
dashboard?
Identification
o Does the system allow you to identify users?
Multiple language support
o Does the system manage relevant languages?
Network level
o Is the filtering provided at 'network level’, i.e. it doesn't reply on

software on user devices while at school

Remote devices
o Can the system filter devices where staff and/or pupils are
working remotely?
Reporting
Can you report inappropriate content?
Does the system provide clear historical information on the
websites users have accessed or tried to access?
Safe Search
o Does the system have the ability to enforce 'safe search'?

AN

AN

IO

0

AN

AN

AN

AN

AN

(i

AN

0



requirement

Filtering system

IO

If users access content via mobile or through apps:

Get confirmation that your provider can provide filtering on mobile or app
technologies.

They should also apply a technical monitoring system to devices using mobile
and app content to reduce the risk of harm.

If your filtering provision is procured with a broadband service:
Make sure it meets the needs of your school or college

AN

requirement

monitoring system

Are incidents urgently picked up, acted on and the outcomes recorded? v
Instant alerts

through
Smoothwall and
recorded on

CPOMS
Are all staff clear on: v .
How to deal with these incidents Monitored by
Who should lead on any actions head and

computing lead.

AN

Is device monitoring managed? (this could be by your IT staff or a third-
party provider)

Whoever is manging device monitoring will heed to:

Make sure monitoring systems are working as expected

Provide reports on pupil device activity

Receive safequarding training including online safety

Record and report safequarding concerns to the DSL

AN BN EEAN

(i

Is your monitoring data received in a format that your staff can
understand?




requirement

monitoring system

Are users identifiable to your school or college, so you canh trace concerns to ¥
an individual, including guest accounts?
Does your monitoring system alert you to behaviours associated with:
Content
o Being exposed to illegal, inappropriate, or harmful content, for
example: pornography, fake news, racism, misogyny, self-harm, ¥
suicide, anti-Semitism, radicalisation and extremism
Contact
o Being subjected to harmful online interaction with other users; 4
for example: peer to peer pressure, commercial advertising and
adults posing as children or young adults with the intention to v
groom or exploit them for sexual, criminal, financial or other -
purposes
Conduct v

o Online behaviour that increases the likelihood of, or causes,
harm; for example, making, sending and receiving explicit images
(e.q. consensual and non-consensual sharing of nudes and semi-
nudes and/or pornography, sharing other explicit images and
online bullying

Commerce

o Risks such as online gambling, inappropriate advertising, phishing

and/or financial scams




requirement

monitoring system

Does the monitoring system meet the following principles:
Age appropriate
o Can you vary your strateqgy to take age, vulnerability, or specific

situations (e.q. boarding schools) into account

Audit trail

o Are any changes to the strateqgy logged so ho one can make

changes on their own?
Bring your own device (BYOD)

o If your system can monitor staff and pupils' personal devices,
make sure this is done according to your data management
policies. For example, will your system monitor devices out of
school hours?

Data retention

o Be clear on what data is stored, where and for how long

(including any backup data)

Devices

o Make sure your system is clear about which devices it covers
Flexibility

o Make it clear how keywords can be added or removed
Group/multi-site management

o Can your strateqgy be deployed centrally, with a central policy

and dashboard?

Harmful image detection

o To what extent is visual content monitored and analysed?

Impact
o How do monitoring results impact your policy and practice?

Monitoring policy
o How do you tell all users that you're monitoring their online
access?
o How do you communicate your expectations on appropriate use
to pupils and staff?
Multiple language support
o Can the system manage relevant languages to your school?
Prioritisation
o How are alerts prioritised?
o What procedures do you have in place to allow staff to respond
to alerts rapidly?
Remote monitoring
o Can the system monitor devices where staff and/or pupils are
working remotely?
o Are users aware of this? Are you clear if these devices are only

monitored during school hours?

Reporting
o How are alerts recorded, communicated and escalated?

AN

IO

IO

AN AN

AN

v
Pupils will now use

individual log ins
so that we can
identify individual

users.

v
Acceptable use

policy

v

v

a

Alerts reported
to headteacher.




requirement

monitoring system

Do your staff:

Provide effective supervision §
Take steps to maintain awareness of how devices are being used by pupils 7
Report any safequarding concerns to the DSL -
If users access content via mobile or through apps: a

Have you applied a technical monitoring system to these devices?




